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The focus of this book is the P versus NP Question and the theory of NP-completeness.
It also provides adequate preliminaries regarding computational problems and
computational models. The P versus NP Question asks whether or not finding solutions
is harder than checking the correctness of solutions. An alternative formulation asks
whether or not discovering proofs is harder than verifying their correctness. It is widely
believed that the answer to these equivalent formulations is positive, and this is
captured by saying that P is different from NP. Although the P versus NP Question
remains unresolved, the theory of NP-completeness offers evidence for the intractability
of specific problems in NP by showing that they are universal for the entire class.
Amazingly enough, NP-complete problems exist, and furthermore hundreds of natural
computational problems arising in many different areas of mathematics and science are
NP-complete.
This book provides a compact course in modern cryptography. The mathematical
foundations in algebra, number theory and probability are presented with a focus on
their cryptographic applications. The text provides rigorous definitions and follows the
provable security approach. The most relevant cryptographic schemes are covered,
including block ciphers, stream ciphers, hash functions, message authentication codes,
public-key encryption, key establishment, digital signatures and elliptic curves. The
current developments in post-quantum cryptography are also explored, with separate
chapters on quantum computing, lattice-based and code-based cryptosystems. Many
examples, figures and exercises, as well as SageMath (Python) computer code, help
the reader to understand the concepts and applications of modern cryptography. A
special focus is on algebraic structures, which are used in many cryptographic
constructions and also in post-quantum systems. The essential mathematics and the
modern approach to cryptography and security prepare the reader for more advanced
studies. The text requires only a first-year course in mathematics (calculus and linear
algebra) and is also accessible to computer scientists and engineers. This book is
suitable as a textbook for undergraduate and graduate courses in cryptography as well
as for self-study.
An introduction to CSP - Modelling security protocols in CSP - Expressing protocol
goals - Overview of FDR - Casper - Encoding protocols and intruders for FDR Theorem proving - Simplifying transformations - Other approaches - Prospects and
wider issues.
Algorithms and Theory of Computation Handbook, Second Edition: Special Topics and
Techniques provides an up-to-date compendium of fundamental computer science
topics and techniques. It also illustrates how the topics and techniques come together
to deliver efficient solutions to important practical problems. Along with updating and
revising many of the existing chapters, this second edition contains more than 15 new
chapters. This edition now covers self-stabilizing and pricing algorithms as well as the
theories of privacy and anonymity, databases, computational games, and
communication networks. It also discusses computational topology, natural language
processing, and grid computing and explores applications in intensity-modulated
radiation therapy, voting, DNA research, systems biology, and financial derivatives.
This best-selling handbook continues to help computer professionals and engineers
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find significant information on various algorithmic topics. The expert contributors clearly
define the terminology, present basic results and techniques, and offer a number of
current references to the in-depth literature. They also provide a glimpse of the major
research issues concerning the relevant topics.
Lattices are geometric objects that can be pictorially described as the set of intersection
points of an infinite, regular n-dimensional grid. De spite their apparent simplicity,
lattices hide a rich combinatorial struc ture, which has attracted the attention of great
mathematicians over the last two centuries. Not surprisingly, lattices have found
numerous ap plications in mathematics and computer science, ranging from number
theory and Diophantine approximation, to combinatorial optimization and cryptography.
The study of lattices, specifically from a computational point of view, was marked by
two major breakthroughs: the development of the LLL lattice reduction algorithm by
Lenstra, Lenstra and Lovasz in the early 80's, and Ajtai's discovery of a connection
between the worst-case and average-case hardness of certain lattice problems in the
late 90's. The LLL algorithm, despite the relatively poor quality of the solution it gives in
the worst case, allowed to devise polynomial time solutions to many classical problems
in computer science. These include, solving integer programs in a fixed number of
variables, factoring polynomials over the rationals, breaking knapsack based
cryptosystems, and finding solutions to many other Diophantine and cryptanalysis
problems.
The protection of sensitive information against unauthorized access or fraudulent
changes has been of prime concern throughout the centuries. Modern communication
techniques, using computers connected through networks, make all data even more
vulnerable for these threats. Also, new issues have come up that were not relevant
before, e. g. how to add a (digital) signature to an electronic document in such a way
that the signer can not deny later on that the document was signed by him/her.
Cryptology addresses the above issues. It is at the foundation of all information
security. The techniques employed to this end have become increasingly mathematical
of nature. This book serves as an introduction to modern cryptographic methods. After
a brief survey of classical cryptosystems, it concentrates on three main areas. First of
all, stream ciphers and block ciphers are discussed. These systems have extremely
fast implementations, but sender and receiver have to share a secret key. Public key
cryptosystems (the second main area) make it possible to protect data without a
prearranged key. Their security is based on intractable mathematical problems, like the
factorization of large numbers. The remaining chapters cover a variety of topics, such
as zero-knowledge proofs, secret sharing schemes and authentication codes. Two
appendices explain all mathematical prerequisites in great detail. One is on elementary
number theory (Euclid's Algorithm, the Chinese Remainder Theorem, quadratic
residues, inversion formulas, and continued fractions). The other appendix gives a
thorough introduction to finite fields and their algebraic structure.
Distills key concepts from linear algebra, geometry, matrices, calculus, optimization,
probability and statistics that are used in machine learning.
Revolutionary developments which took place in the 1980's have transformed
cryptography from a semi-scientific discipline to a respectable field in theoretical
Computer Science. In particular, concepts such as computational indistinguishability,
pseudorandomness and zero-knowledge interactive proofs were introduced and
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classical notions as secure encryption and unforgeable signatures were placed on
sound grounds. The resulting field of cryptography, reviewed in this survey, is strongly
linked to complexity theory (in contrast to 'classical' cryptography which is strongly
related to information theory).
"This book is for security experts as well as for IoT developers to help them understand
the concepts related to quantum cryptography and classical cryptography and providing
a direction to security professionals and IoT solution developers toward using
approaches of Quantum Cryptography as available computational power increases"-This book provides the reader with the mathematical framework required to fully explore
the potential of small quantum information processing devices. As decoherence will
continue to limit their size, it is essential to master the conceptual tools which make
such investigations possible. A strong emphasis is given to information measures that
are essential for the study of devices of finite size, including Rényi entropies and
smooth entropies. The presentation is self-contained and includes rigorous and concise
proofs of the most important properties of these measures. The first chapters will
introduce the formalism of quantum mechanics, with particular emphasis on norms and
metrics for quantum states. This is necessary to explore quantum generalizations of
Rényi divergence and conditional entropy, information measures that lie at the core of
information theory. The smooth entropy framework is discussed next and provides a
natural means to lift many arguments from information theory to the quantum setting.
Finally selected applications of the theory to statistics and cryptography are discussed.
The book is aimed at graduate students in Physics and Information Theory.
Mathematical fluency is necessary, but no prior knowledge of quantum theory is
required.
This book constitutes the proceedings of the 17th International Conference on the
Theory and Application of Cryptology and Information Security, ASIACRYPT 2011, held
in Seoul, Korea, in December 2011. The 40 revised papers included in this volume
were carefully reviewed and selected from 266 submissions. The contributions are
organized in topical sections on lattices and quantum cryptography; public key
encryption; database privacy; hash function; symmetric key encryption; zero knowledge
proof; universal composability; foundation; secure computation and secret sharing;
public key signature; and leakage resilient cryptography.
Cryptography is concerned with the conceptualization, definition and construction of
computing systems that address security concerns. The design of cryptographic
systems must be based on firm foundations. Foundations of Cryptography presents a
rigorous and systematic treatment of foundational issues, defining cryptographic tasks
and solving new cryptographic problems using existing tools. The emphasis is on the
clarification of fundamental concepts and on demonstrating the feasibility of solving
several central cryptographic problems, as opposed to describing ad-hoc approaches.
This second volume contains a rigorous treatment of three basic applications:
Encryption, Signatures, and General Cryptographic Protocols. It builds on the previous
volume which provided a treatment of one-way functions, pseudorandomness and zeroknowledge proofs. It is suitable for use in a graduate course on cryptography and as a
reference book for experts. The author assumes basic familiarity with the design and
analysis of algorithms; some knowledge of complexity theory and probability is also
useful.
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This practical guide to modern encryption breaks down the fundamental mathematical
concepts at the heart of cryptography without shying away from meaty discussions of
how they work. You’ll learn about authenticated encryption, secure randomness, hash
functions, block ciphers, and public-key techniques such as RSA and elliptic curve
cryptography. You’ll also learn: - Key concepts in cryptography, such as computational
security, attacker models, and forward secrecy - The strengths and limitations of the
TLS protocol behind HTTPS secure websites - Quantum computation and postquantum cryptography - About various vulnerabilities by examining numerous code
examples and use cases - How to choose the best algorithm or protocol and ask
vendors the right questions Each chapter includes a discussion of common
implementation mistakes using real-world examples and details what could go wrong
and how to avoid these pitfalls. Whether you’re a seasoned practitioner or a beginner
looking to dive into the field, Serious Cryptography will provide a complete survey of
modern encryption and its applications.
Foundations of Cryptography: Volume 2, Basic ApplicationsCambridge University Press
"As gripping as a good thriller." --The Washington Post Unpack the science of secrecy
and discover the methods behind cryptography--the encoding and decoding of
information--in this clear and easy-to-understand young adult adaptation of the national
bestseller that's perfect for this age of WikiLeaks, the Sony hack, and other events that
reveal the extent to which our technology is never quite as secure as we want to
believe. Coders and codebreakers alike will be fascinated by history's most
mesmerizing stories of intrigue and cunning--from Julius Caesar and his Caeser cipher
to the Allies' use of the Enigma machine to decode German messages during World
War II. Accessible, compelling, and timely, The Code Book is sure to make readers see
the past--and the future--in a whole new way. "Singh's power of explaining complex
ideas is as dazzling as ever." --The Guardian
An extensive and authoritative introduction to property testing, the study of super-fast
algorithms for the structural analysis of large quantities of data in order to determine
global properties. This book can be used both as a reference book and a textbook, and
includes numerous exercises.

Whether you're new to the field or looking to broaden your knowledge of
contemporary cryptography, this newly revised edition of an Artech House classic
puts all aspects of this important topic into perspective. Delivering an accurate
introduction to the current state-of-the-art in modern cryptography, the book
offers you an in-depth understanding of essential tools and applications to help
you with your daily work. The second edition has been reorganized and
expanded, providing mathematical fundamentals and important cryptography
principles in the appropriate appendixes, rather than summarized at the
beginning of the book. Now you find all the details you need to fully master the
material in the relevant sections. This allows you to quickly delve into the
practical information you need for your projects. Covering unkeyed, secret key,
and public key cryptosystems, this authoritative reference gives you solid working
knowledge of the latest and most critical concepts, techniques, and systems in
contemporary cryptography. Additionally, the book is supported with over 720
equations, more than 60 illustrations, and numerous time-saving URLs that
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connect you to websites with related information.
Cryptography is concerned with the construction of schemes that withstand any
abuse. A cryptographic scheme is constructed so as to maintain a desired
functionality, even under malicious attempts aimed at making it deviate from its
prescribed behavior. The design of cryptographic systems must be based on firm
foundations, whereas ad hoc approaches and heuristics are a very dangerous
way to go. These foundations were developed mostly in the 1980s, in works that
are all co-authored by Shafi Goldwasser and/or Silvio Micali. These works have
transformed cryptography from an engineering discipline, lacking sound
theoretical foundations, into a scientific field possessing a well-founded theory,
which influences practice as well as contributes to other areas of theoretical
computer science. This book celebrates these works, which were the basis for
bestowing the 2012 A.M. Turing Award upon Shafi Goldwasser and Silvio Micali.
A significant portion of this book reproduces some of these works, and another
portion consists of scientific perspectives by some of their former students. The
highlight of the book is provided by a few chapters that allow the readers to meet
Shafi and Silvio in person. These include interviews with them, their biographies
and their Turing Award lectures.
This book contains revised selected papers from the 25th International
Conference on Selected Areas in Cryptography, SAC 2018, held in Calgary, AB,
Canada in August 2018. The 22 full papers presented in this volume were
carefully reviewed and selected from 57 submissions. They cover the following
research areas: design and analysis of symmetric key primitives and
cryptosystems, including block and stream ciphers, hash functions, MAC
algorithms, and authenticated encryption schemes efficient implementations of
symmetric and public key algorithms mathematical and algorithmic aspects of
applied cryptology cryptography for the Internet of Things
Cryptography is concerned with the conceptualization, definition, and
construction of computing systems that address security concerns. The design of
cryptographic systems must be based on firm foundations. Building on the basic
tools presented in the first volume, this second volume of Foundations of
Cryptography contains a rigorous and systematic treatment of three basic
applications: Encryption, Signatures, and General Cryptographic Protocols. It is
suitable for use in a graduate course on cryptography and as a reference book
for experts. The author assumes basic familiarity with the design and analysis of
algorithms; some knowledge of complexity theory and probability is also useful.
Also available: Volume I: Basic Tools 0-521-79172-3 Hardback $75.00 C
Cryptography is ubiquitous and plays a key role in ensuring data secrecy and
integrity as well as in securing computer systems more broadly. Introduction to
Modern Cryptography provides a rigorous yet accessible treatment of this
fascinating subject. The authors introduce the core principles of modern
cryptography, with an emphasis on formal definitions, clear assumptions, and
rigorous proofs of security. The book begins by focusing on private-key
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cryptography, including an extensive treatment of private-key encryption,
message authentication codes, and hash functions. The authors also present
design principles for widely used stream ciphers and block ciphers including
RC4, DES, and AES, plus provide provable constructions of stream ciphers and
block ciphers from lower-level primitives. The second half of the book covers
public-key cryptography, beginning with a self-contained introduction to the
number theory needed to understand the RSA, Diffie-Hellman, and El Gamal
cryptosystems (and others), followed by a thorough treatment of several
standardized public-key encryption and digital signature schemes. Integrating a
more practical perspective without sacrificing rigor, this widely anticipated
Second Edition offers improved treatment of: Stream ciphers and block ciphers,
including modes of operation and design principles Authenticated encryption and
secure communication sessions Hash functions, including hash-function
applications and design principles Attacks on poorly implemented cryptography,
including attacks on chained-CBC encryption, padding-oracle attacks, and timing
attacks The random-oracle model and its application to several standardized,
widely used public-key encryption and signature schemes Elliptic-curve
cryptography and associated standards such as DSA/ECDSA and DHIES/ECIES
Containing updated exercises and worked examples, Introduction to Modern
Cryptography, Second Edition can serve as a textbook for undergraduate- or
graduate-level courses in cryptography, a valuable reference for researchers and
practitioners, or a general introduction suitable for self-study.
Cryptography is now ubiquitous – moving beyond the traditional environments,
such as government communications and banking systems, we see
cryptographic techniques realized in Web browsers, e-mail programs, cell
phones, manufacturing systems, embedded software, smart buildings, cars, and
even medical implants. Today's designers need a comprehensive understanding
of applied cryptography. After an introduction to cryptography and data security,
the authors explain the main techniques in modern cryptography, with chapters
addressing stream ciphers, the Data Encryption Standard (DES) and 3DES, the
Advanced Encryption Standard (AES), block ciphers, the RSA cryptosystem,
public-key cryptosystems based on the discrete logarithm problem, elliptic-curve
cryptography (ECC), digital signatures, hash functions, Message Authentication
Codes (MACs), and methods for key establishment, including certificates and
public-key infrastructure (PKI). Throughout the book, the authors focus on
communicating the essentials and keeping the mathematics to a minimum, and
they move quickly from explaining the foundations to describing practical
implementations, including recent topics such as lightweight ciphers for RFIDs
and mobile devices, and current key-length recommendations. The authors have
considerable experience teaching applied cryptography to engineering and
computer science students and to professionals, and they make extensive use of
examples, problems, and chapter reviews, while the book’s website offers slides,
projects and links to further resources. This is a suitable textbook for graduate
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and advanced undergraduate courses and also for self-study by engineers.
The CRYPTO ’93 conference was sponsored by the International Association for
Cryptologic Research (IACR) and Bell-Northern Research (a subsidiary of
Northern Telecom), in co-operation with the IEEE Computer Society Technical
Committee. It took place at the University of California, Santa Barbara, from
August 22-26, 1993. This was the thirteenth annual CRYPTO conference, all of
which have been held at UCSB. The conference was very enjoyable and ran very
of the General Chair, Paul Van Oorschot. smoothly, largely due to the efforts It
was a pleasure working with Paul throughout the months leading up to the
conference. There were 136 submitted papers which were considered by the
Program Committee. Of these, 38 were selected for presentation at the
conference. There was also one invited talk at the conference, presented by
Miles Smid, the title of which was “A Status Report On the Federal Government
Key Escrow System.” The conference also included the customary Rump
Session, which was presided over by Whit Diffie in his usual inimitable fashion.
Thanks again to Whit for organizing and running the Rump session. This year,
the Rump Session included an interesting and lively panel discussion on issues
pertaining to key escrowing. Those taking part were W. Diffie, J. Gilmore, S.
Goldwasser, M. Hellman, A. Herzberg, S. Micali, R. Rueppel, G. Simmons and D.
Weitzner.
New and classical results in computational complexity, including interactive
proofs, PCP, derandomization, and quantum computation. Ideal for graduate
students.
Although devoted to constructions of good codes for error control, secrecy or
data compression, the emphasis is on the first direction. Introduces a number of
important classes of error-detecting and error-correcting codes as well as their
decoding methods. Background material on modern algebra is presented where
required. The role of error-correcting codes in modern cryptography is treated as
are data compression and other topics related to information theory. The
definition-theorem proof style used in mathematics texts is employed through the
book but formalism is avoided wherever possible.
Cryptography is hard, but it’s less hard when it’s filled with adorable Japanese
manga. The latest addition to the Manga Guide series, The Manga Guide to
Cryptography, turns the art of encryption and decryption into plain, comic
illustrated English. As you follow Inspector Jun Meguro in his quest to bring a
cipher-wielding thief to justice, you’ll learn how cryptographic ciphers work.
(Ciphers are the algorithms at the heart of cryptography.) Like all books in the
Manga Guide series, The Manga Guide to Cryptography is illustrated throughout
with memorable Japanese manga as it dives deep into advanced cryptography
topics, such as classic substitution, polyalphabetic, and transposition ciphers;
symmetric-key algorithms like block and DES (Data Encryption Standard)
ciphers; and how to use public key encryption technology. It also explores
practical applications of encryption such as digital signatures, password security,
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and identity fraud countermeasures. The Manga Guide to Cryptography is the
perfect introduction to cryptography for programmers, security professionals,
aspiring cryptographers, and anyone who finds cryptography just a little bit hard.
This self-contained introduction to modern cryptography emphasizes the
mathematics behind the theory of public key cryptosystems and digital signature
schemes. The book focuses on these key topics while developing the
mathematical tools needed for the construction and security analysis of diverse
cryptosystems. Only basic linear algebra is required of the reader; techniques
from algebra, number theory, and probability are introduced and developed as
required. This text provides an ideal introduction for mathematics and computer
science students to the mathematical foundations of modern cryptography. The
book includes an extensive bibliography and index; supplementary materials are
available online. The book covers a variety of topics that are considered central
to mathematical cryptography. Key topics include: classical cryptographic
constructions, such as Diffie–Hellmann key exchange, discrete logarithm-based
cryptosystems, the RSA cryptosystem, and digital signatures; fundamental
mathematical tools for cryptography, including primality testing, factorization
algorithms, probability theory, information theory, and collision algorithms; an indepth treatment of important cryptographic innovations, such as elliptic curves,
elliptic curve and pairing-based cryptography, lattices, lattice-based
cryptography, and the NTRU cryptosystem. The second edition of An Introduction
to Mathematical Cryptography includes a significant revision of the material on
digital signatures, including an earlier introduction to RSA, Elgamal, and DSA
signatures, and new material on lattice-based signatures and rejection sampling.
Many sections have been rewritten or expanded for clarity, especially in the
chapters on information theory, elliptic curves, and lattices, and the chapter of
additional topics has been expanded to include sections on digital cash and
homomorphic encryption. Numerous new exercises have been included.
Protocols for authentication and key establishment are the foundation for security
of communications. The range and diversity of these protocols is immense, while
the properties and vulnerabilities of different protocols can vary greatly. This is
the first comprehensive and integrated treatment of these protocols. It allows
researchers and practitioners to quickly access a protocol for their needs and
become aware of existing protocols which have been broken in the literature. As
well as a clear and uniform presentation of the protocols this book includes a
description of all the main attack types and classifies most protocols in terms of
their properties and resource requirements. It also includes tutorial material
suitable for graduate students.
Surveys most of the major developments in lattice cryptography over the past ten
years. The main focus is on the foundational short integer solution (SIS) and
learning with errors (LWE) problems, their provable hardness assuming the worstcase intractability of standard lattice problems, and their many cryptographic
applications.
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The three volume-set LNCS 12105, 12106, and 12107 constitute the thoroughly
refereed proceedings of the 39th Annual International Conference on the Theory
and Applications of Cryptographic Techniques, EUROCRYPT 2020, which was
due to be held in Zagreb, Croatia, in May 2020. The conference was held virtually
due to the COVID-19 pandemic. The 81 full papers presented were carefully
reviewed and selected from 375 submissions. The papers are organized into the
following topical sections: invited talk; best paper awards; obfuscation and
functional encryption; symmetric cryptanalysis; randomness extraction;
symmetric cryptography I; secret sharing; fault-attack security; succinct proofs;
generic models; secure computation I; quantum I; foundations; isogeny-based
cryptography; lattice-based cryptography; symmetric cryptography II; secure
computation II; asymmetric cryptanalysis; verifiable delay functions; signatures;
attribute-based encryption; side-channel security; non-interactive zeroknowledge; public-key encryption; zero-knowledge; quantum II.
Now the most used texbook for introductory cryptography courses in both
mathematics and computer science, the Third Edition builds upon previous
editions by offering several new sections, topics, and exercises. The authors
present the core principles of modern cryptography, with emphasis on formal
definitions, rigorous proofs of security.
The two-volume set LNCS 12726 + 12727 constitutes the proceedings of the
19th International Conference on Applied Cryptography and Network Security,
ACNS 2021, which took place virtually during June 21-24, 2021. The 37 full
papers presented in the proceedings were carefully reviewed and selected from a
total of 186 submissions. They were organized in topical sections as follows: Part
I: Cryptographic protocols; secure and fair protocols; cryptocurrency and smart
contracts; digital signatures; embedded system security; lattice cryptography;
Part II: Analysis of applied systems; secure computations; cryptanalysis; system
security; and cryptography and its applications.
This advanced graduate textbook gives an authoritative and insightful description of the major
ideas and techniques of public key cryptography.
This is a graduate textbook of advanced tutorials on the theory of cryptography and
computational complexity. In particular, the chapters explain aspects of garbled circuits, publickey cryptography, pseudorandom functions, one-way functions, homomorphic encryption, the
simulation proof technique, and the complexity of differential privacy. Most chapters progress
methodically through motivations, foundations, definitions, major results, issues surrounding
feasibility, surveys of recent developments, and suggestions for further study. This book
honors Professor Oded Goldreich, a pioneering scientist, educator, and mentor. Oded was
instrumental in laying down the foundations of cryptography, and he inspired the contributing
authors, Benny Applebaum, Boaz Barak, Andrej Bogdanov, Iftach Haitner, Shai Halevi,
Yehuda Lindell, Alon Rosen, and Salil Vadhan, themselves leading researchers on the theory
of cryptography and computational complexity. The book is appropriate for graduate tutorials
and seminars, and for self-study by experienced researchers, assuming prior knowledge of the
theory of cryptography.
This book explains the mathematics behind practical implementations of elliptic curve systems.
The problem of privacy-preserving data analysis has a long history spanning multiple
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disciplines. As electronic data about individuals becomes increasingly detailed, and as
technology enables ever more powerful collection and curation of these data, the need
increases for a robust, meaningful, and mathematically rigorous definition of privacy, together
with a computationally rich class of algorithms that satisfy this definition. Differential Privacy is
such a definition. The Algorithmic Foundations of Differential Privacy starts out by motivating
and discussing the meaning of differential privacy, and proceeds to explore the fundamental
techniques for achieving differential privacy, and the application of these techniques in creative
combinations, using the query-release problem as an ongoing example. A key point is that, by
rethinking the computational goal, one can often obtain far better results than would be
achieved by methodically replacing each step of a non-private computation with a differentially
private implementation. Despite some powerful computational results, there are still
fundamental limitations. Virtually all the algorithms discussed herein maintain differential
privacy against adversaries of arbitrary computational power -- certain algorithms are
computationally intensive, others are efficient. Computational complexity for the adversary and
the algorithm are both discussed. The monograph then turns from fundamentals to applications
other than query-release, discussing differentially private methods for mechanism design and
machine learning. The vast majority of the literature on differentially private algorithms
considers a single, static, database that is subject to many analyses. Differential privacy in
other models, including distributed databases and computations on data streams, is discussed.
The Algorithmic Foundations of Differential Privacy is meant as a thorough introduction to the
problems and techniques of differential privacy, and is an invaluable reference for anyone with
an interest in the topic.
Cryptography is one of the most active areas in current mathematics research and
applications. This book focuses on cryptography along with two related areas: the study of
probabilistic proof systems, and the theory of computational pseudorandomness. Following a
common theme that explores the interplay between randomness and computation, the
important notions in each field are covered, as well as novel ideas and insights.
This book covers key concepts of cryptography, from encryption and digital signatures to
cryptographic protocols, presenting techniques and protocols for key exchange, user ID,
electronic elections and digital cash. Advanced topics include bit security of one-way functions
and computationally perfect pseudorandom bit generators. Assuming no special background in
mathematics, it includes chapter-ending exercises and the necessary algebra, number theory
and probability theory in the appendix. This edition offers new material including a complete
description of the AES, a section on cryptographic hash functions, new material on random
oracle proofs, and a new section on public-key encryption schemes that are provably secure
against adaptively-chosen-ciphertext attacks.
A rigorous treatment of Encryption, Signatures, and General Cryptographic Protocols,
emphasizing fundamental concepts.
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